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Cyberattacks have affected virtu-
ally every industry. These in-
clude, but are not limited to, 

health care, education, finance, energy, 
retail, hospitality and government. Most 
of us have seen or heard about the se-
curity breaches of home depot inc., 
eBay inc., Target Corp., sony Pictures 
entertainment, JPMorgan Chase, and the 
u.s. Office of Personnel Management. 
what is cybersecurity? The national 
initiative for Cybersecurity Career and 
studies (niCCs) defines cybersecurity 
as “the activity or process, ability or 
capability, or state whereby information 
and communications systems and the in-
formation contained therein are protected 
from and/or defended against damage, 
unauthorized use or modification, or 
exploitation.” Oxforddictionaries.com 
states that cybersecurity is “the state 
of being protected against the criminal 
or unauthorized use of electronic data, 
or the measures taken to achieve this.” 
Finally, webopedia.com characterizes 
cybersecurity as “the technologies and 
processes designed to protect computers, 
networks and data from unauthorized ac-
cess, vulnerabilities and attacks.”

Cybersecurity is by all accounts a grow-
ing challenge. Today, hackers are more 
advanced and better equipped. Their suc-
cess mostly depends on finding a hole, 
or vulnerability, that goes unpatched or 
unnoticed by defenders. The more dif-
ficult a system is to infiltrate, the more 

time, energy and skill hackers must in-
vest into cracking that system. More at-
tacks are coming from highly skilled and 
sophisticated hacker groups, with their 
motivations varying from monetary gain 
to disruption and injury to their targets for 
any number of non-monetary reasons.

Virtually every cybersecurity expert and 
commentator agrees that the threats to 
cybersecurity are evolving and growing 
more worrisome. risks associated with 
cybersecurity have escalated for many law 
firms, managing partners and corporate 
boards of directors. They are working 
and prioritizing cybersecurity to establish 
security awareness throughout the organi-
zations and demonstrating cybersecurity 
as an enterprise priority. lawyers and law 
firms handle highly sensitive and confi-
dential client data and play a critical role 
in assisting general counsel on how to 
handle a cyberbreach when information 
is compromised. edward J. Mcandrew, 
assistant u.s. attorney and cybercrime 
coordinator, explains what have been the 
most significant developments in the area 
of law firm cybersecurity:

“Because of the information entrusted 
to them, the sensitive matters they han-
dle, and the prominent positions in so-
ciety they often occupy, lawyers are pri-
mary targets for all types of cyberattacks. 
... Cybersecurity has become both an 
ethical obligation and business impera-
tive for law firms of all sizes. The Model 
rules of Professional Conduct and the 
ethical rules of a growing number of state 
bars expressly encompass obligations to 
secure, and to maintain the confidential-
ity of, client data. Clients are under in-
creasing pressure to secure their own and 
their customers’ data. They are applying 
that pressure on law firms.”

Many law firms have offices around the 
globe, and their clients’ operations are 
constantly expanding. Clients conduct-
ing business in industries such as health 
care, banking and financial services, re-
tail and telecommunications are at a high 
risk for cybersecurity breaches. Clients 
are raising their cybersecurity concerns 
with their lawyers and looking for advice 
from law firms on how to protect against 
a breach and design a security plan in 
case a breach does occur. when asked if 
paralegals will be involved in their law 
firms’ processes of creating and devel-
oping cyberrisk management protocols, 
Joseph raczynski, technology manager 
from Thomson reuters, explained that 
“it makes natural sense that paralegals 
who have an interest in process and cy-
bersecurity take a significant role in man-
aging these protocols. Paralegals touch 
so many aspects of the firm. They use 
various applications, websites, manage 
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large volumes of data and email. all of 
these facets can be an entryway for vi-
ruses, malware and hackers. Paralegals 
who have a natural inclination toward 
process and an interest in cybersecurity 
would be a great fit in this realm to help 
fill the void at the firm.”

On a large scale, law firms handle 
and store a large volume of their cli-
ents’ confidential information in their 
networks. law firms are vulnerable tar-
gets for hackers because they represent 
clients in high-risk industries. The more 
high-volume and sophisticated clients 
they have, the better information they 
possess, and the more value it holds 
for hackers. lawyers are holders of cli-
ents’ personal and legal information and 
have an ethical duty to protect client 
data. The american Bar association 
Model rules of Professional Conduct, in  
rule 1.6(c), state, “a lawyer shall make 
reasonable efforts to prevent the inad-
vertent or unauthorized disclosure of, 
or unauthorized access to, information 
relating to the representation of a client.” 
Corporate and individual clients entrust 
their lawyer and the law firms with 
their sensitive and confidential data. a 
client’s data might relate to intellectual 
property, employment or labor disputes, 
real estate, political matters, victim state-
ments, and witness and expert identities 
and testimonies. Benjamin M. lawsky, 
new York state department of Financial 
services superintendent, stated in a letter 
to CeOs, GCs and CiOs:

“recent cybersecurity breaches should 
serve as a stern wake-up call for insur-
ers and other financial institutions to 
strengthen their cyberdefenses. Those 
companies are entrusted with a virtual 
treasure trove of sensitive customer in-
formation that is an inviting target for 
hackers. regulators and private-sector 
companies must both redouble their ef-
forts and move aggressively to help safe-
guard this consumer data.” 

Further, dFs “encourages all institu-
tions to view cybersecurity as an integral 
aspect of their overall risk management 
strategy, rather than solely as a subset of 
information technology.”

Because law firms these days have 
highly mobile workforces, they should 

be aware of the emergence of cyberrisks 
in their respective firms. if the firms do 
not have proper protection in place to 
stop hackers from obtaining critical and 
confidential information related to client 
matters, the breaches will result in sub-
stantial loss of time, resources, produc-
tivity, revenue, and perhaps most impor-
tantly, credibility. To help law firms and 
businesses deal with cyberattacks and 
breaches, u.s. Congress has passed leg-
islation regarding cybersecurity enforce-
ment, the Cybersecurity enhancement 
act of 2014 (s 1353). additional pending 
federal legislation includes the Protecting 
Cyber networks act (hr 1560); the 
national Cybersecurity Protection 
advancement act of 2015 (hr 1731) and 
the Cybersecurity information sharing 
act of 2015 (s 754).

legal technology is constantly under-
going development and change. we went 
from microfilm and microfiche to Cd-
rOM, to lexis and westlaw, to email 
and the internet, to technology-assisted 
review (Tar) and electronically stored 
information (esi), to social medial and 
now to cybersecurity. These technologi-
cal advances transformed the law firm 
workplace. Many litigation paralegals 
obtained skills in Tar and esi. should 
paralegals learn new skills related to cy-
bersecurity? raczynski explains what ef-
fect he foresees cybersecurity and other 
technological developments will have on 
paralegals:

“Paralegals are squarely in the mix 
with regard to cybersecurity activity for 
both the protection of client data, but 
also as targets for hackers. They carry a 
significant responsibility in assuring that 
the firm is not compromised. Through 

their everyday projects paralegals are on 
the frontlines of major security threats. 
They must be vigilant in awareness about 
the software they download and use, 
sites visited, and links clicked. as law 
firms become larger targets for hackers 
because of iP and proprietary infor-
mation for mergers and acquisitions, 
there are a host of ways that they are 
being targeted.” 

Further, Mcandrew answers if he 
thinks paralegals will spend more time 
assisting and/or working on cybersecu-
rity projects:

“Yes—in at least two respects. First, 
the need for cybersecurity-related legal 
services has exploded seemingly over-
night. Many firms are building practices 
focused on the legal issues created by 
cybersecurity needs across industry sec-
tors. working on these issues requires 
a very high level of legal and techno-
logical expertise. More paralegals are 
likely to begin specializing in cyber-
law, just as more lawyers and firms are 
beginning to do so. second, cyberse-
curity is becoming an important busi-
ness issue for the law firms themselves. 
inadequate cybersecurity is becoming a 
business disqualifier; good cybersecurity 
is a business differentiator. Those firms 
and professionals who can distinguish 
themselves as knowledgeable and ap-
propriately focused on these issues add 
additional value to the service they can 
offer clients. as integral parts of the 
legal services team, paralegals are likely 
to spend additional time learning about 
and working on cybersecurity-related, 
business development projects.”

what is next for the technological-
savvy paralegal? internet of Things?     •
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